Here are some resources to help you deal with questions that you may get from staff who see this video that's being circulated via email.  In a nutshell, the video warns of people spying on cell phone conversations, etc.  More information, including suggestions to avoid the problem, is listed below:

CTIA Overall View (information shared by US Cellular):

· The industry is aware of this issue and goes through significant efforts to protect their customer's privacy by blocking spam, filtering for viruses, testing software that is sold through their portals, etc. Many aspects of these systems are proprietary; Carriers do not want to provide clues on how bad actors can get around their defenses. It's sufficient to say though that carriers work very hard to protect consumers.

· It is important to note that a person should never leave their cell phone unattended or give the device to a person they do not know. Cell phones hold a lot of personal information and just like a person can write down your credit number from your wallet without you knowing, they can also do malicious things to your cell phone if the opportunity presents itself. 

· Our legal counsel believes that cell phone spyware, when used without the person's consent, violates the federal wiretap statute (18 USC sec. 2511). 

· To protect your cell phone from spyware, we suggest: 

· Keep track of your cell phone just like you would any of your other personal items.
· Don't loan your device to people you don't know or leave it where there is potential for someone to tamper with it.

· Don't visit or download anything unless it's from a trusted Web site/source.

· Know and use the security features on your phone (e.g. password locks).

AT&T Mobility:

Cell Phone Spyware Software – What You Need To Know

· In today’s technologically savvy environment there are beneficial technologies and technologies that may raise some concern.  

· With recent reports and You Tube recordings making their rounds affiliated with Cell Phone Spyware Software, they are understandably raising valid concerns.  

· The following are facts and recommendations to ensure our customers avoid becoming victims of Cell Phone Spyware Software.

 

Can Cell Phone Spyware Software be loaded onto my phone remotely?  No.  There are currently no Cell Phone Spyware Software programs that can be loaded remotely.  The individual wanting to load the Trojan onto your device must actually have access to your device to load the Trojan, which then becomes difficult to detect. 

How can I avoid falling victim to Cell Phone Spyware Software being loaded to my device?  

· We highly recommend keeping your device with you at all times and more importantly locking the handset to avoid anyone from gaining access to load the Trojan to your phone. 

· Avoid downloading content from unidentified individuals via Text Messages or Data email from your device. 

Can I tell if Spyware has been installed on my device?  Most of the Spyware Trojans are not easy to identify, however some indications may be: 

· Difficulty powering the phone off – this includes the device not responding for several minutes when attempting to power it off 

· The device sporadically lights up with no incoming or outgoing activity 

· The internet icon indicates an internet connection when not in use 

· Monitor your GPRS 3G usage for unusual traffic 

· Your invoices indicate an increase in Text Messaging traffic, beyond your standard usage 

· Your phone has been borrowed to install software by someone not within your authorized Corporate Device Team. 

· Your phone was borrowed by a strange to place an “emergency” call 

How can spyware be removed once it has been confirmed active on a device?  Consult with your Corporate IT or Device Team, a reinstall of firmware may be necessary. 

Are any devices protected against the installation of Cell Phone Spyware Software?  Currently there are no devices which cannot become victim to the Spyware Software.  The key is safe phone management and enabling password protection to ensure you are the only one accessing your device other than approved members of your Corporate Device or IT Team.

